


David Krauss, Principal Network Architect for Ciena, and leader for the project, said, “Security 
has been designed and incorporated into 5G standards. A strategic approach is taken related 
to cloud-native services, open-source software, APIs, SDN, and NFV, which together provide 
greater overall 5G network security.”  
 
This paper further addresses: 

�x technology threats that remain in the RAN and how they may be tackled 
�x detailed 3GPP designs for 5G security capabilities involving confidentiality, integrity, 

authentication, privacy and isolation 
�x Network Slicing capabilities that provide greater isolation, privacy, and security 

across 5G networks 
�x more highly defined cyber threat intelligence protocols 
�x Security-as-a-service (“SaaS”) through service-based architecture 
�x how network operators should address vulnerabilities from interworking with 3G/4G 

systems, such as 5G short message service (SMS) over non-access stratum (NAS) 
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